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On Doctor’s Mind




Nginx, Apache, no web server?

Jesse Gorzinski @IBMJesseG - Apr 11

. Today's adventures in #nginx on #IBMi:
- | added authentication to an APl in <2 minutes
- | sped up a web page's performance by 5x

| smell a blog topic forthcoming.... But in the meantime, let me ask this
question:

If you aren't using Nginx, why not?

#IBMIOSS
I didn't know about nginx 43.5%
I'm satisfied with Apache 21.7%
| serve apps directly 17.4%
Other (comment below) 17.4%

23 votes - Final results

M ¢ MM ™M = N

Compare to Dr. Alan’s claim in a recent presentation...



“Apache web server is a solid solution”

¢ Apache has IBM SWMA support, integration, and tools

¢ Example: real-time server statistics
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Apache... more

STRTCPSVR and ENDTCPSVR commands help manage web server
instances

Standard locations of instance definitions
+ /QSYS.LIB/QUSRSYS.LIB/QATMHINSTC.FILE/mywebsite.MBR

Graphical and non-graphical tools

Collection services can gather data
¢ And real-time: select * from QSYS2.HTTP_SERVER_INFO

ThreadsPerChild 40 is a reasonable choice
One downside — does not run in chroot containers
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New generation: “I don’t like web servers”

”I like node.js (same with Python) because | can ‘stand up’ an
application without needing a web server”

Is that true?
¢ PHP can run standalone but we like Apache or nginx for production.

We who grew up configuring Apache think it’s easy (except for
rewrite rules)

Won’t we need a web server at some point even as a proxy ?

Developer flexibility vs. admin structure
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Remember to configure it for production

| found this default php-fpm config yesterday along with nginx

Why were PHP jobs ending and restarting, with high CPU load?
pm = dynamic
pm.max_children = 5
pm.start_servers = 2
pm.min_spare servers = 1

pm.max spare_servers = 3

This default config was for a range of 3-5 jobs.

| changed it to a steady 20 jobs that stayed running

pm = static

pm.max children = 20 E éERl I(?%Np



Configure... continued

Nginx had the opposite settings (4000-8000 web connections)

This allowed in a lot of spam requests

worker processes 4; # set equal to number of CPU cores "WRKSYSACT"
worker rlimit nofile 4000; # set to double the worker connections
events {

worker_connections 2000;



Configure Apache as well

Defaults are reasonable

Check out this article by Dr. Alan
¢ https://www.itjungle.com/2018/12/03/guru-right-size-your-php/

Discusses PHP and Apache to “Right-size” your application

ThreadsPerChild and PHP children

Other items — how could Java threads affect you ? “l don’t use
Java”
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New HTTP functions for Db2

New set of HTTP functions that can replace the Java-based Db2
HTTP functions (httpgetclob etc.).

These work faster than the Java functions and don’t require
starting a JVM.

¢ These functions run from a service program QSYS2 rather than from
Java in SYSTOOLS.

¢ Available in IBM i Technology Refresh 5 (TR5).
¢+ WRKOBJ QSYS/QSQAXISC to see if you have it
¢ Details: https://www.ibm.com/support/pages/node/6486889
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What job am | in? Db2 helps

Get full job name of current job

¢ SELECT JOB NAME FROM
TABLE (OSYS2.ACTIVE JOB INFO(JOB NAME FILTER =>

1))

Get joblog of current job
+ select * from table (QSYS2.JOBLOG INFO('*’))

Very handy from PHP / Python / Node database connections
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TLS? SSL? Office 365 and more

TLS is a sort of update to SSL, so we’re using the term TLS now.
Providers such as Office 365 are starting to enforce TLS 1.2

If you have old software that had an old version of OpenSSL built
in, you need to update your software.

Newer PASE software (e.g. newer PHP, Node, Python) relies on
IBM i’s built-in OpenSSL now

You get the benefit of IBM’s frequent OpenSSL updates via
Yum/RPM
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Curl is cool

Curl is a tool that runs on a PASE command line and can do all
kinds of miraculous things across the internet

A favorite: test an SMTP email server.

curl smtp://mail.mybeverage.com -v --mail-
from ebyz@mybeverage.com --mail-rcpt
ebyz@alanseiden.com —--upload-file
myemail.txt

Trying 10.10.11.31...

TCP NODELAY set

< 220 Exchange2019-El.mybeverage.com Microsoft ESMTP MAIL Service ready at Sun, 27 Jun 2021 12:03:31 -0400
> EHLO MYSERV_1112534876.ord

< 250-Exchange2019-El.mybeverage.com Hello [10.10.11.41]
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Curl tip on IBM |

“getaddrinfo() thread failed to start”

Updated version of curl running in QP2SHELL, or in QSH without
the proper multithreading variable being set.

Please switch from QP2SHELL to QSH and set
QIBM_MULTI_THREADED toY

Also applies to PHP and other languages using curl

https://www.seidengroup.com/2021/07/08/solving-getaddrinfo-
thread-failed-to-start/

ADDENVVAR ENVVAR (QIBM MULTI THREADED)

VALUE (Y) REPLACE (*YES)
.‘SEIDEN
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Some technology choices today

Buy/rent/cloud

Custom applications -- develop with help from commercial tools
Custom applications: -- develop using open source or hybrid

Back end / front end — are those separate?

+ Javascript frameworks ... Angular / React / Vue / new ones!!
+ Back end... PHP / Python / Node / other

¢ Watch out for AJAX overload

* API



Open source setup and
speed tips




Setting up Yum

¢+ Make sure Yum and the Open Source Package Management
window of ACS are set up

¢ https://www.seidengroup.com/php-documentation/how-to-set-up-
the-ibm-i-open-source-environment/

2 , - 19000 Open Source Package
IBMi Access Client Solutions File View Connection Utilities
Connection: alan@™ "~ i.com:/
File Edt Actions Tools Help bl ClE et Updates available  Available packages
-
enerate Servi ~ Package Version Repository
Welcome : . ) ERibns dh M. Interface xunches the default web libcurl4 .70 ibm
Package Service Logs L the selected system. Examples of hardware management interfao R L g{;’;‘”’"—""’"“"1‘7‘”'“‘
1 libexpatl ibm
System: sysil Reset for Maintenance © Advanced System P‘auof:mnt Interface (ASMI) ibffrdevel g“,m
| : © Copy Services Manager for i libffi6 @ibm
o File Associations... © Ob2Mever for | :Ib:om(mﬂgl @iom
« DataTradl  KeyMansgement ® Dynd Certficate Manager s L
2 ® DSHMC libgec_s1 @bm
: _'::;:;, Novigator Requests © Mardnare Maragement Console (HMC) libgfortran3 @ibm
. & . N . : libgio-2_0-0 ibi
+ tavisatod [ Open Rource Package Management © Rhwvind Wintnts Heusw s s o
' Prin libgmodule-2_0-0 @ibm
Printer Oy Service (\rectory © Tape Management libgobject-2_0-0 i @bm
© Web (HTTP) Admnsstraton for | libgomp1 6.3.0-25 @ibm
(-] Database libgthread-2_0-0 2.52.0-4 @ibm
libiconv-devel 1.14-4 @ibm
' Schemas Ths task requres 3 system configuration with the Hardware Ma 2 TTa=a o
® Run SQU Sapts libidn2 2.3.0-4seiden @seiden
 SQUPerformance Center To add or change a system configuration, select System Config libintl-devel 0.19.8-1 @bm
- == Interface s speofied on the Console tab. libintl9 0.19.8-1 @ibm
libjpeg-turbo-devel 15.1-2 @bm
= Console libjpegs 15.1-2 @ibm
" 5250 Corole s s e
= Virtual Control Paned ?7
= Hardware Management Interface 1 Done: 286 rows retrieved.
‘ Information Show files Reinstall Remove


https://www.seidengroup.com/php-documentation/how-to-set-up-the-ibm-i-open-source-environment/

Install open source environment

IBM i SSH server service must be running on port 22

IBM i Access Client Solutions

File Edit Actions Tools Help

 s—

) Generate Service Logs
Welcome
Package Service Logs
System: |sysil Reset for Maintenance
File Associations...
[zl General
Data Trar Key Management
5250 Emy Navigator Requests
Integrate| -
Open gource Package Management
Navigator|* . '
Eiliofil, Service Kyrectory
[z Database
Schemas
Run SQL Scripts

SQL Performance Center

=] Console
5250 Console
Virtual Control Panel
Hardware Management Interface 1

Hardware Management Interface launches the default web
the selected system. Examples of hardware management interfac

Advanced System Management Interface (ASMI)
Copy Services Manager for i

Db2 Mirror for i

Digital Certificate Manager

DS HMC

Hardware Management Console (HMC)
Integrated Virtualization Manager

Spectrum Control

Tape Management

Web (HTTP) Administration for i

This task requires a system configuration with the Hardware Ma

To add or change a system configuration, select System Config
Interface is specified on the Console tab.



Open Source Environment — done!

You may receive these prompts. Just say Yes !

If you receive the following warning, select ""Yes' to continue.

e Connect to SSH

System: Inquiry Message
- The authenticity of host 'garage.rchland.ibm.com’ can't be established.
Ser RSA key fingerprint is 63:€3:70:53:9f:6a:dc:dd:a5:fd:dd:35:52:f0:03:40.

Password: Are you sure you want to continue connecting?

Container: =
ﬁFﬂq&\cel

If the underlying Open Source Package Management YUM utility is not already installed. the following message is displayed. Respond with

"Yes" and the environment installs.

Open source environment not installed!
Would you like to install it now?




You can now see default IBM packages

90 @ Open Source Package Management

| File View Connection Utilities

Connection: alan@™ " * — i.com:/

Updates available  Available packages
Package Version Repository
libcurl4 7.70.0-1 @ibm
libcurl4_openssi1l 7.58.0-999 @/libcurl4_openssl11-7.58.0-
libdb48 4.8.30-3 @ibm
libexpatl 2.2.9-1 @ibm
libffi-devel 3.2.1-2 @ibm
libffie 3.2.1-2 @ibm
libfontconfigl 2.13.92-1 @ibm
libfreetype6 2.10.1-1 @ibm
libgcc-aix 6.3.0-25 @ibm
libgee_sl 6.3.0-25 @ibm
libgfortran3 6.3.0-25 @ibm
libgio-2_0-0 2.52.0-4 @ibm
libglib-2_0-0 2.52.0-4 @ibm
libgmodule-2_0-0 2.52.0-4 @ibm
libgobject-2_0-0 2.52.0-4 @ibm
libgomp1 6.3.0-25 @ibm
libgthread-2_0-0 2.52.0-4 @ibm
libiconv-devel 1.14-4 @ibm
libiconv2 1.14-4 @ibm
libidn2 2.3.0-4seiden @seiden
libintl-devel 0.19.8-1 @ibm
libintl9 0.19.8-1 @ibm
libjpeg-turbo-devel 1.5.1-2 @ibm
libjpeg8 1.5.1-2 @ibm
liblapack3 3.8.0-1 @ibm
lihhiag 2 T 24.2 mihm
Information Show files Reinstall Remove




Remember gzip / mod deflate

Instant speed improvement if you don’t have it yet

Included in our siteadd setup

# Load the extension that deflates (compresses) content
LoadModule deflate module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

# Specify what content to compress (example: html, json, css, Jjavascript)
AddOutputFilterByType DEFLATE application/x-httpd-php application/json
text/css application/x-javascript application/javascript text/html

Details:

+ https://www.seidengroup.com/2021/10/12/speed-up-web-pages-
using-apaches-mod_deflate/
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If REALLY slow — look for network issue

E.g. consistent 5 seconds for a simple page
Could it be DNS setup?
Find out using curl tool (comes with IBM open source packages).

https://blog.josephscott.org/2011/10/14/timing-details-with-curl/
curl [options] https://mysite.com

time namelookup: 5.000
time_EBnnect: 0.037

time appconnect: 0.000

time pretransfer: 0.037

time redirect: 0.000

time starttransfer: 0.092
time total: 5.164

This was a five-second timeout for an incorrect DNS server name
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Speaking of network —look for bots

Can lock up your site if use many Apache connections/threads

Review Apache logs for repeated access by bots

You can restrict byIP via firewall

We are also seeing success with commercial reverse proxy

services, such as Cloudflare, to reduce denial of service attacks by
bots
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Update Easily and Often




Easy updates using Yum

o0e Open Source Package Management
File View Connectionge—2

Use the yum command: e e |
n Updates available \vailable packages
w—

Package
¢ yum update = —
Wbcurld_openssill 7.58.0-999 @/Mbcurlé_openssill-7.$8.0-
bab4s 4.8.30-3 @idm
bexpatl 2.2.9-1 @om
bffi-devel 3.2.1-2 @bm
M6 3.2.1-2 @om
Ibfontconfigl 2.13.92-1 @bdm
“ : ” T ~
gec-alx .3.0-2% @om
Or ACS “Updates available - —
Wbgfortran3 6.3.0-25 @dm
bgio-2_0-0 2.52.0-4 @dm
ta i0gib-2_0-0 2.52.0-4 @dm
bgmodule-2_0-0 2.52.0-4 @om
bgobject-2_0-0 2.52.0-4 @dm
bgompl 6.3.0-2% @om
bgthread-2_0-0 2.52.0-4 @dm
biconv-devel 1.14-4 @dm
biconv2 1.14-4 @dm
®idn2 2.3.0-4seiden @seden
Ibinti-devel 0.19.8-1 @om
Wintd 0.19.8-1 @idm
Ibjpeg-turbo-devel 1.5.1-2 @odm
bjpeg8 1.5.1-2 @idbm
blapack3 3.8.0-1 @dm
bt 2 CrTa. -
3 rows retrieved, &

Changelog
* https://www.seidengroup.com/communityplus-php-changelog/
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‘Yum update” command

Package Version Repository
Updating:

autoconf 2.69-3 ibm

automake 1.15-3 ibm
libutil-devel 0.9.1-1 ibm

libutil2 0.9.1-1 ibm

nodejsil2 12.18.4-1 ibm

php-bcmath 7.4.11-3seiden seiden_stable_74
php-bz2 7.4.11-3seiden seiden_stable_74
php-calendar 7.4.11-3seiden seiden_stable_74
php-cli 7.4.11-3seiden seiden_stable_74
php-common 7.4.11-3seiden seiden_stable_74
php-ctype 7.4.11-3seiden seiden_stable_74
php-curl 7.4.11-3seiden seiden_stable_74
php-devel 7.4.11-3seiden seiden_stable_74
php-exif 7.4.11-3seiden seiden_stable_74
php-fileinfo 7.4.11-3seiden seiden_stable_74
php-fpm 7.4.11-3seiden seiden_stable_74
php-ftp 7.4.11-3seiden seiden_stable_74
php-gd 7.4.11-3seiden seiden_stable_74
php-gettext 7.4.11-3seiden seiden_stable_74
php-ibm_db2 2.0.8-26seiden seiden_stable_74
php-iconv 7.4.11-3seiden seiden_stable_74
php-mbstring 7.4.11-3seiden seiden_stable_74
php-mysqlnd 7.4.11-3seiden seiden_stable_74
php-odbc 7.4.11-3seiden seiden_stable_74
php-opcache 7.4.11-3seiden seiden_stable_74
php-openssl 7.4.11-3seiden seiden_stable_74
php-pdo 7.4.11-3seiden seiden_stable_74
php-phar 7.4.11-3seiden seiden_stable_74
php-process 7.4.11-3seiden seiden_stable_74
php-soap 7.4.11-3seiden seiden_stable_74
php-sockets 7.4.11-3seiden seiden_stable_74
php-sodium 7.4.11-3seiden seiden_stable_74
php-tokenizer 7.4.11-3seiden seiden_stable_74




About Seiden Group
(the commercial)




Modernization using
open source on the IBM i platform

Develop with and support Node.js /
Python / PHP with RPG/DB2

APls, Git, more
CommunityPlus+ PHP




CommunityPlus+ PHP

m CP+

CommunityPlus® PHP

License-free PHP with optional paid support by Seiden Group

¢+ Compatible with Zend Framework, Laminas, Laravel, Slim...

Verified for use with:
EZ AUCTION EDGE .

® TVASFER  (TART YouR pasusoanp
& WebSmart HARISDATA

o=)
Replenish & ReStore

Free migration assessment with Alan:
+ https://www.seidengroup.com/free-php-upgrade-assessment/



Professional CommunityPlus+ Support

Trusted setup and support by Seiden Group
* https://www.seidengroup.com/php-ibm-i-production-support/

Installation service via screen share for $995 USD
¢ Learn alongside Seiden Group PHP experts

Upgrade to PHP 7.x or 8.x, migration and testing services

CommunityPlus+ Business
¢ Developer Productivity Package
¢ Proactive Tune-Ups

+ Production break/fix support (up to 24x7)
+ Full-stack help with PHP, Apache, Db2 connectivity, MariaDb, Toolkit

* Framework upgrade consulting
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: SEI DE N PHP, Python & Node.js on IBM i

Home Troubleshooting Development Consulting Training Events Blog Free Stuff About Contact

» IBM
ClO Summit Features Db2 for i Briefing Internet Explorer

with IBM’s Scott Forstie iSeries

9 / in Q10 Strategy, db2, IBM |, iSeries, System i / by Alan Seider IT

In recent years, Db2 for i - . - JavaScript
Business Architect Scott Forstie  SRANGEL \ a9 MySQL
and his team have rapidly .
strengthened the IBM i
database, improving the -~
sophistication of its SQL query ) PC help
engine, and adding to its galaxy Performance
of IBM i services. What's more, PHP

they have several years’' worth of
new enhancements in the
pipeline.

node.js
Open Source

Scott Forstie (left) with Alan Seiden at a Python
previows C1O Summit RPG
» RSI
ClOs and IT Directors can meet Scott at the C10 Summit on March 25, SOAP
2019, Charlotte, North Carolina, for an IBM i strategy briefing. System i
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Contact | Stay in Touch

Alan Seiden

Seiden Group
Ho-Ho-Kus, NJ

alan@seidengroup.com
201-447-2437
twitter: @alanseiden

Stay in Touch: seidengroup.com/tips
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